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General:

The auditing function of Demand Security encompasses monitoring the system log files, as well as other procedures. System Auditing keeps an accurate history of system activity in the System Audit Trail (log file).  Examining the audit trail allows DPW to detect both attempted and actual violations, as well as all security related events.
This procedure has been Establish to provide direction, procedures and requirements to ensure the appropriate protection of DPW data.
The intended audience of this document is DPW Security Officers and Administrators, responsible for establishing and maintaining a secure environment on the Unisys Mainframe Systems.
Procedure:

This document explains how DPW audits security related events using various reports created from data in the log files, which are self-protected from unauthorized access, modification or destruction providing a protected audit trail. Examining the audit trail allows DPW to detect both attempted and actual security violations. The Log Analyzer tool gives DPW the flexibility to monitor selected security events on an as needed basis.

Criteria for investigation of security violation attempts include:

· Security importance of files – a file containing personnel information might be considered highly sensitive data, so any attempted violation involving access to this file would require action.

· Security importance of a user associated with a user-id, a failed attempt to log on with the user-id of the system administrator may have more significance than a failed attempt to log on with an unprivileged user-id.

· Frequency of attempted violations, if security violation attempts are repeatedly attributed to one user-id, it is important to trace the history of that user-id on the system.

· Pattern to violations, repeated log on failures of a single user-id may indicate the attempt of another user to guess the password of that user-id.

Cross referencing audit data with information about the work habits and job responsibilities of users enable DPW to trace the activities of unauthorized users and their access attempts.

The reports that DPW uses to monitor security related events are as follows but not limited to:

Security Signon Validation Report – The Security Administrator reviews this report for any certain patterns or repeated attempts to gain Demand access to the Unisys mainframe systems. 

When carefully reviewing these reports, the following are examples of what types of patterns that are looked for:



Several unsuccessful attempts followed by a successful attempt.

  

Several unsuccessful attempts followed by a call to the site administrator.

If a successful signon follows a large number of unsuccessful attempts, the owner of the user-id should be contacted to determine whether that user is the user who signed on to the system.

It is also assumed that an unauthorized access attempt to the system if the log file shows several unsuccessful attempts to signon at a given terminal, with no corresponding successful attempt, and the site administrator has not been notified by a user that he or she needs a new password.   In that case the PC in question may need to be physically monitored more closely.

If anything suspicious is found on these reports, they are forwarded on to the Security Officer.

Security Programs Accessed – The Security Administrator reviews this report for any access to the Security Siman Processor that are not identified on the Access Control Record. If anything is found in violation, this report is forwarded on to the Security Officer.

Security Files Accessed – The Security Administrator reviews this report looking at all access to the IRS files and the DLOC$ file. The IRS files are reviewed for any access from any user outside the authorized Database personnel. The DLOC$ file is reviewed for any access from any user not that is not Scheduling personnel or System Support personnel. If a user is found in violation, this report is forwarded on to the Security Officer.

Security User-ids Accessed - The Security Administrator reviews this report for users that have gained demand access to the Unisys Mainframes using the privileged or the emergency signon. The privileged signon is only to be used by select System Support or Unisys personnel.   The emergency signon should only be used by select personnel in the Applications Group, when requested to Scheduling on a non-work hour emergency situation. If a user is found in violation, this report is forwarded on to the Security Officer.
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